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Executive Summary 
 
On November 17, 2013, the New York Independent System Operator (NYISO) experienced a 
disruption of Inter-Control Center Communications Protocol (ICCP) data communications 
impacting real-time data collection with all Transmission Owners and external Reliability 
Coordinators for thirty-eight (38) minutes. All of NYISO’s ICCP data communications links failed 
to establish after a software failure at 20:38EST on November 17, 2013. This impacted the 
NYISO’s ICCP data communications and real-time data collection with all Transmission Owners 
and external Reliability Coordinators. Information Technology (IT) staff were immediately 
engaged to restore service. ICCP data communications were restored within 38 minutes with all 
Transmission Owners and external Reliability Coordinators by 21:16EST on November 17, 2013 
after services were site switched to NYISO’s alternate facility.  
 
Direct metering data was available to help maintain situational awareness throughout the 
duration of the event. In addition, the NYISO’s voice communication systems remained intact 
throughout the incident.  
 
This report is intended to summarize the loss of ICCP data communication systems that 
occurred on November 17, 2013 as required to satisfy New York State Reliability Council 
Reliability Rule measurement J-M3.  The report describes the problem and its relationship to the 
control of the NYS Bulk Power System, the cause of the problem, the corrective action, and 
implementation schedule.
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1. Problem and Relationship to the NYS Bulk Power System 
At NYISO, we use Intrusion Prevention Systems (IPS), also known as intrusion detection and 
prevention systems (IDPS). These are network security appliances that monitor network and/or 
system activities for malicious activity. The main functions of intrusion prevention systems are 
to identify malicious activity, log information about this activity, attempt to block/stop it, and 
report it. 
 
On November 17th at 20:38, there was a software failure of the primary IPS at NYISO’s primary 
facility. This software failure prevented all network traffic on NYISO’s Frame Relay at the 
primary facility. The failure directly impacted the Frame Relay network infrastructure that 
supports Inter-Control Center Communications Protocol (ICCP) data communication services. 
 
During the outage, direct metering data was available to help maintain situational awareness 
throughout the duration of the event. In addition, the NYISO’s voice communication systems 
remained intact throughout the incident.  
 

2. Cause of Incident 
 
An analysis pointed to hung processes on the NYISO’s primary Intrusion Prevention Systems at 
the primary facility. Since there was not a complete failure, the system did not failover to its 
back-up instance to allow continuous data flow. Instead all traffic flow through the IPS at 
NYISO’s primary facility was halted.  
 

3. Corrective Actions 
Restoration was immediately prioritized in getting service restored to ICCP. At 21:11, ICCP was 
manually site switch to the NYISO’s alternate facility. At 21:16, ICCP data communication had 
returned to service.  
During further troubleshooting, an analysis pointed to hung processes on the primary Intrusion 
Prevention Systems at NYISO’s Primary facility. Since there was not a complete failure, the 
system did not failover to its back-up instance at the primary facility to allow continuous data 
flow. Instead all traffic flow through the IPS was halted. A high priority ticket was opened with 
the vendor to determine why the IPS processes hung, preventing traffic to flow through the 
system.  
 
As of 11:22 November 18th, the IPS was restarted which corrected the problem with the hung 
processes. ICCP was returned to its normal operational state, as service was moved back to 
NYISO’s primary facility.  
 

4. Implementation Schedule 
On December 2nd, NYISO’s Information Technology department implemented a change to 
remove the IPS from being in-line. This change will allow network traffic to continue to flow in 
the event of a hardware\software failure of the IPS going forward. 

NYISO J-M3 Report | November 26, 2013 | 4 
 

http://en.wikipedia.org/wiki/Network_security

	Executive Summary
	1.  Problem and Relationship to the NYS Bulk Power System
	2. Cause of Incident
	3. Corrective Actions
	4. Implementation Schedule

